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13. PEANTIU3ALUMNA NYTUNUSALNA

Peanusauus. Peanusauusa unsgenvs npousBoauTcs
yepes TOproByto ceTb. [1py 3TOM Hanuyne NULEeH3un
UNM crneumanbHbIX paspelleHnii y npogasBua Ha
TOProBMto faHHbIM TOBapoM He TpebyeTcsi.
Ytunusaums. OTcCnyxuBluME CBOW CPOK u3genus
crnegyet cpaBaTb Ha 3KOMOTMYECKUM YUCTYIO
peKynepaLmio OTXO[0B.

He BbiGpackiBaiiTe aMeKTPOHHbIE M3aenusi B GbITOBOM
mycop!
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1. CuutbiBaTenb Matrix-1l (mog. E K Wi-Fi) daktuyeckn npencrasnsiet cobon aBa
YyCTPONCTBa B OOHOM KOpryce - CYuTbIBaTeNb proximity-kapt ctaHgapta EM-Marine n
ceTeBOW KOHTpomnnep, MNO3TOMY WCMOMNb30BaHWe TepMWUHA «CYUTbIBATENb»
NPUMEHUTENBHO KO BCEMY YCTPOWCTBY SIBNSETCSA YCMOBHbIM. [03TOMy B AanbHewleM
6ynemM HasblBaTb €ro «yCTPOWCTBOMY.

2. K yctponcty Matrix-1l (moa. E K Wi-Fi) MOXHO AONONHUTENBHO NOAKMIOYUTL ABa
BHELUHUX cuuTbiBaTens nmbo no npotokony iButton, nnbéo no npotokony Wiegand
(BaxxHo: 0ba nNo ogHOMY W TOMy e MpoTokony). Takum obpasom, hakTudecku K
KOHTpOMnnepy OfHOBPEMEHHO MOXeET OblTb MOAKMIYEHO 3 cuuTbiBaTensi, OAWH M3
KOTOpbIX (BCTPOEHHbIN) NOAKMoYeH Mo npotokony iButton. Mpu aTtom koHTponnep
aBTOMaTUYeCcKy pacrno3HaeT, N0 KaKoMy NPOTOKOMY MPOUCXOAUT nepefada AaHHbIX OT
BHELLHUX CYMTLIBaTENEN.

BmecTo BHeWHWUX cuuTbiBaTEnen BO3MOXHO MOAKMIOYEHNE KOHTaKTOPOB KIoYewn
DS1990A.




Mocne nogknioYeHns B ccTeme NOSIBUTCS HOBbIN NocneaoBaTerbHbIN NopT. BoamMoxHo,
notpebyeTcs ycTaHOBUTbL ApainBepa, KOTopble MOXHO ckavaTbk C caTta www.ironlogic.ru.
Takke Ha caWiTe MOXHO ckavaTb YTUNMTYy Ans o6HOoBneHus BCTpoeHHoro [10
KOHTpornnepa.

10. KOMMJNEKT NOCTABKU

- yctponcteo Matrix-1l (mog. EKWi-Fi) -1 wT.

- KOMMAEKT ANs KpenneHus -1wr

- PyKOBOACTBO MO 3KChnyatauum -1wr

11. YCNOBUA SKCNNYATALIUU

Temnepatypa okpyxatwwencpeabl:. . . . ... ... oT7-40°C go +50°C.

OTHOCHTENbHasA BMaXXHOCTb BO3AYXA: . . . .. . .. He 6onee 98% npn 25°C.

Mpyn N3MEHEHNM YCIOBMWIA 3KCNIyaTaLmum TEXHUYECKUe XapakTepUCTUKN U3Aenns MoryT
OTNNYaTBLCH OT HOMUHAIBbHBIX 3HAYEHWI.

KoHTponnep npegHasHayeH Ans aKkcnnyaTaumm B YCNOBUSIX OTCYTCTBUS: aTMOCepHbIX
0CafKoB, NPSIMbIX CONTHEYHbIX NyYeit, Necka, Nblfv U KOHAeHcaUum Bnaru.

Bo3moxHble BapnaHThl cTaTyca:

- MacTep-kapTa - npegHa3HavyeHa ToNbKo AN nporpammMupoBaHus yctponctasa Matrix-1l
(moa. E KWi-Fi) n He npegHasHayeHa 4nsa npoxoaa;

- npocTas kapTa (KapTa 4ocTyna) - npegHasHa4YeHa Ans npoxofa Yyepes ToYKy AocTyna
(kpome pexxuma «brnokupoBkay);

- BnokvpytoLLas kapTa - npegHa3HavYeHa Ans NpoxoAa Yepes ToUKy AocTyna, B TOM uncne
B pexume «bnokupoBka», a Takxe AN BKIIOYEHWUS/BBIKIIOYEHUS pexunma
«BbnokunpoBka». Vimeer Gonee BbICOKUI CTaTyc, YeM mnpocTasi kapta. bnokupytowme
KapTbl OTKpPbIBAKOT 3aMOK B MOMEHT yOMpaHus kapTbl OT CYMTbIBATENS.

6. B wratHom pexume pabotbl yctporcTBo Matrix-Il (mog. E K Wi-Fi) «paspeluaer»
npoxoz 1 Mo NPoCTbIM, 1 Mo BroKUpYOLLMM KapTaMm (Krovam).

B pexunme «bnokumpoBka» npoxod no GroKMpyoLWuUM Knoyam paspeLléH, HO 3akpbiT
npoxoz No NPOCTLIM Krtovam (Hanpyumep, Npu Bbiaadye paboTHMKaM NPOCTbIX KIoYen, a
COTpyAHUKaM OXxpaHbl GNokMpyloWmx Kroyer B paboyee Bpemsi B LUTATHOM pexuMe
MOXHO 06ecneunTb Npoxoa BCEM KaTeropusim paboTHUKOB, a B HOYHOE BPEMSI B pexXnmMe
6rokMpoBkY Npoxop 6yaeT pa3peLUEH TONbKO COTPYAHWUKAM OXpaHbl).



B pexume «cBOOGOAHbIN NPOXOA» NPOUCXOAUT perncTpaLms BCex NoAHOCUMBIX Krtoden
Ans fanbHenwen o6paboTku ynpasnsioLein nporpamMmmon.

*- IMpu NponagaHvm HaNPsHXXeHWs NMTaHUs yCTaHOBIEHHbIN paHee pexum "bnokmposka"
COXPaHSIETCSA M MOCIe BKITIOYEHNSA HAaNPshKeHUS.

8. CBA3b MEXAOY CETEBbIMUA M ABTOHOMHbIM PEXXMMAMUW PABOTbI
3ameuaHue 1. [Mpu nponagaHum NMTaHUs KOHTPOINEep BO3BPaLLAETCS B PEXUM paboThl,
NPeALIecTBYOWNIA  BbIKIIOYEHNIO NUTaHUSA. WcknioveHnem SBNSITCA  pexuMbl
fobaeneHus/yaaneHnsa Kroyven: B 9TOM Cryyae KOHTPOMSep BEPHETCA B LUTATHbIN
pexum.

3ameuaHue 2. lpu nepexoge C aBTOHOMHOIMO peXuma Ha CeTeBOM ynpaBnswLlas
nporpaMma, 3arpyxasi CBow 0a3sy KIo4yen B KOHTpOMnep, kak npaBwuno, yganser
umetoytocsi.  [103ToMy pekoMeHAyeTCs COXpaHAaTb Tekyllytlo 6a3y knioyen fAo
NOAKMIYeHNa KOHTponnepa K ynpasnswolwen nporpamme aAns obecneyeHus
BO3MOXHOCTV BOCCTaHOBIEHUSI WNWM 3KCnopTa Tekywend 6asbl B ynpaBnsioLLyto
nporpamMmy.
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Torga, HaxoAACb B TEYEHWE HEKOTOPOro BpeMeHu B pexume «Accept», KOHTpornnep
YCTpOWNCTBa «cobupaeT» MHOPMaLMIO O NPEAbABNEHHbIX KMoYax, a Mocne BKNoYeHNs
LUTaTHOrO pexumMa npoxod 6yAeT oCyLeCTBNATLCSA TOMbKO MO KMoYyaM, 3anucaHHbIM B
ero namsTb.

CniegyeT umeThb B BUAY, YTO yaaneHne mactep-kapTbl M3 6a3bl 4aHHbIX BO3MOXHO TOMbKO
npu CTMpaHWN UK Nepesanucy BCel NamsaTh KOHTponnepa, T.e. Mpyu CTUpaHuu BCen
6a3bl gaHHbIX CKY/.

7. Mpu BbInycke cumtbiBaTensa Matrix-Il (mog. E K Wi-Fi) ns npounssogctesa namsitb
KOHTpomnnepa nycta. [Ans ynpaeneHus namsATblo KOHTPOMMepa B PeXuMe PyYHOro
nporpaMMMpoOBaHUs CcriegyeT, MNpexae Bcero, 3anucatb B NaMsATb KOHTpornepa
WHdOpMaUno O MacTep-kapTe, C MOMOLLbIO KOTOpPoW OygeT npoucxoauTb
nporpaMMupoBaHue ycTpoicTaa. Mopsaok 3anvcy kapT 6yaeT onvcaH fanee.

BaxHo! lNporpammupoBaHne koHTponnepa (3anonHeHne 6a3bl AaHHbIX KhOYeln) B
aBTOHOMHOM pexume paboTbl yCTPONCTBA (BPYYHYO) BO3MOXHO TOMbKO MPY MOMOLLIM
cyMTbiBaTENs, MNOAKMIOYEHHOTO K KOHTponnepy no npotokony iButton. Takum
cyuTbIBaTENEeM MOXET OblTb BCTPOEHHbIA CYMTbIBATENb, WM OAUH U3 BHELUHUX
cunTbiBaTENENn, NOAKINIOYEHHbIX N0 NpoToKony iButton.




7.6 BknioyeHue/BbiknovYeHue pexuma «Accept»

Pexxum "Accept" npumeHsieTcs Ans 3anvMcuM BCEX MOOHOCUMBIX KIOYen B MamsATb
yCcTpoKncTBa. B gaHHOM pexwume OT krtoya, NOAHOCUMOTO K CHUTBIBATENO, MPOUCXOAUT
pa3brnokvpoBka Npoxoaa, U OAHOBPEMEHHO OH 3anuCbiBaeTCsl B NaMsATb KOHTponnepa,
ecnu ero Tam HeT. Pexum ucnonb3yetcsi Ans BOCCTAHOBNEHUs 6a3bl AaHHbIX
KoHTpornnepa 6e3 cbopa kntoven nonb3oBarenen. [nsa BKIOYeHNs pexnma Heobxoanm
macTep-kntod. [aTb pa3 KpaTkKoBpEMEHHO MOAHECUTE MacTep-KIoYy K cuuTbiBaTento. B
MOMEHT KaXAoro KacaHus cuuTbiBaTeNb BblAaeT curHanbl, NOATBepXaawoLine
OMo3HaHWEe MacTep-Knya, a Ux KonuyecTBo OydeT COOTBETCTBOBAaTb KONMUYECTBY
KacaHuii. B MOMEHT nsiTOro kacaHusi CuYWTbIBaTENb BbIAACT COOTBETCTBEHHO NSATb
CUrHaroB 1 Yepe3 HECKOMbKO CEeKYHA - eLUE OAWNH ANVHHBIN CUrHan, noaTBepXaaoLwmmn
nepexop B pexum «Accept».

[ns BbikNoYeHus pexumMa «Accept» nogHecuTe MacTep-KIoY, CUrHarn o Bbixoge - cepust
KOPOTKUX CUTHArOB.

*- MNpn nponagaHWn HanpsHKEHUs MUTaHWS YCTAHOBMEHHbIN paHee pexum "Accept”
COXpaHsieTCS MoCre ero BOCCTaHOBIEHUS.

9. YctponctBo Matrix-Il (mog. E K Wi-Fi) nopaepxvusaer paboty B aBTOHOMHOM U
CEeTeBOM pexnmax.

Mo nogkntoyeHuto n paboTe B aBTOHOMHOM pexume cuntbiBaTtens Matrix-1l (moa. E K Wi-
Fi) aHanornyeH cuuTbiBaTENO, COBMELLEHHOMY C aBTOHOMHbBIM KOHTPOSIEPOM,
MATRIX-II (mog. E K). Mpu paboTe B ceTeBoM pexume cuntbiBaTens Matrix-11 (moa. E K
Wi-Fi) aHanorvnyeH koHTponnepy Z-5R (mog. Web).

10. 3anonHeHue 6asbl AaHHbix CKY[ (6aHka knio4ven) B aBTOHOMHOM pexumMe
OCYLLECTBSIETCS C MOMOLLbI0 MacTep-KapThbl.

B ceTeBoM pexvime paboTa ycTporcTBa 1 3anonHeHne baHka knioyei ocyLecTBnsaeTcs
no ceTu C MOMOLLbIO BHELIHeN ynpasnstowwen nporpammbl. Kpome 3aHeceHWst kapT B
CETEeBOM PEeXMMe MOXHO CHUTbIBaTb CODObITUSA, yCTaHaBnMBaTb Tekyllee Bpemsi B
KOHTpOnmnepe yCTPOWCTBa U HacTpavBaTb BPEMEHHbIE 30HbI A1si NPOXOAA MO Kaxaown
kapTe. MNpw noTepe CBA3U C ynpaensioLLen NPorpaMmMon B CETEBOM PEXMME YCTPONCTBO
Matrix-Il (mog. E K Wi-Fi) npogomnxaet paboTaTb aBTOHOMHO, Hakannueas cobbiTvs B
Bydepe cobbiTuit. KoHTpornnep nos3sonsieT coxpaHaTb B namstn 2048 cobbitvs B
uuknuyeckom Oydbepe (nonyyveHne kopa, cpabaTtbiBaHve AaTyvka ABepu, Bblaadva
ynpaensoLero curHanaunT.a. ).




7.4 CtupaHue Bcex Kntoyewn (NamsATU KOHTponnepa)

Tpn pasa KpaTKOBPEMEHHO KOCHWUTECh MacTep-KMio4OM CcyuThbiBaTeNs (KOpoTkue
KacaHus). B MOMEHT nepBOro kacaHusi KOHTPONMep BbIAACT OAWMH KOPOTKUWA CUrHan,
noaTBepxXAallMii  orno3HaHue MacTep-kioda. B MoMeHT BToporo kacaHus
cyuTbiBaTENb BbIAACT ABa KOPOTKMX CUrHana, ykasblBaloWWX Ha BTOPOe KacaHue
MacTep-kIio4yoM B pexume nporpammupoBaHus. B MOMEHT TpeTbero kacaHusi
KOHTpOMNep BblAACT TPM KOPOTKMX CUTHanNa, ykasblBaloLLMX Ha TpeTbe KacaHue mactep-
KMoYoM, 1 He boree Yyem vepes 6 CekyHA KOCHUTEChb N yAepXuBawTe MacTep-KroY y
cyuTbiBaTENs (ANUHHOE KacaHue). B MOMEHT YeTBepTOro KacaHWst KOHTPONIep BblAacT
YyeTblpe KOPOTKMX CUrHana, u vepes 6 CeKyHA - Cepuio KOPOTKWX, yKasblBaloLMX Ha
CTMpaHue NamMsTV KOHTPOIepa v BbIXO4 U3 pexvma nporpammupoBaHust. [ocne aToro
macTep-kIo4 cnegyer yopaTb.

*-B MOMEHT CTVpaHus Bcel 6a3bl C MOMOLLIbI0 MacTep-Koda He NponcxoanT
CTVPaHUs 3anporpaMmmMMpOBaHHOIO BPEMEHW OTKPbIBAHUS 3aMKa.

KoHTponnep

MamATb KAoYen, Wr.

2024

MamaATb COBbLITUM, WT.

2048

Ko/Myectso MOAK/IO4aeMbIX CuMTbiBaTenel (KOHTAaKTOpOB),
6onee:

He

MpPOTOKO/Ibl NOAKOUEHNA:
cunTbIBaTENEN
KOHTaKTOpOB

iButton, Wiegand
iButton

YnpasneHue HAMKaLMeN CYUTbIBaTENe !

it}

BbIX0A, AN NOAKNIOYEHUA 3aMKa:

M/AMN-TpaH3ucTop

TOK cnnoBoro Bbixoaa, A:

5

Mepembluka Ans BbIGOpa TMMNa 3aMKa:

3/1EKTPOMArHUTHbIN,
3/IEKTpOMEXaH NYeCcKni

YcTaHoBKa ANNTENbHOCTU OTKPbIBAHUA 3aMKa, CeK:

ot 0,1 go 1000 (3aBoacKkoe 3Haue-
Hue - 3)
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7.2 [lo6aBneHue macTep-Knoven
KpaTKoBpeMEeHHO KOCHUTECh MacTep-KM4YOM CuUuTbiBaTens (KOpoTkoe kacaHwe). B
MOMEHT KacaH1si KOHTPOMNep BbIAACT KOPOTKUIA CUrHan, MOATBEPXAAIOLLMIA ONO3HaHNe
macTep-krtoya, u He Bonee YemM yepes 6 cekyH[ KOCHUTECb U yAepXuBaiiTe mactep-
KMoY y cuuTbiBaTens (4nvHHOe KacaHwe). B MOMEHT BTOPOro KacaHusi KOHTpornnep
BbIJAcT ABa KOPOTKUX CUrHamna, ykasblBalLlLMX Ha BTOPOE KacaHWe MacTep-KIo4oM B
pexxvme nporpaMMUpOBaHus, U vepe3 6 CekyHA - OOWMH CUrHarm, ykasblBaloWwWin Ha
nepexop KOHTponnepa B pexum fobaeneHns mactep-knioven. Nocne atoro macrep-
Koy cnegyet ybpaTb. [Ans gobaBneHust HOBbIX MacTep-KIioyen KacanTecb MMU Mo
oyepeamn cuuTbiBaTeNs C Nay3on mexay kacaHusmu He 6onee 16 cekyHn. Ha kaxgoe
KacaHue HOBbIM KIIOYOM KOHTpOMMep BblAaeT MoATBEPXAAIOWMA KOPOTKWUIA cUrHan.
Ecnu knitoy yxxe nmeeTcs B NamMsaTH Kak MacTep-KIioY, To curHanos He byaert. Beixoa n3
pexuma gobaBneHns mMacTep-Kroven NpoucxoauT aBToMaTnyeckm Yepes 16 cekyHa
nocne nocnegHero kacanus. O BbIXxoAe 13 pexunma KOHTpornep MHPOPMUPYET cepuen
134 KOPOTKMX CUTHArOB.

[Apyrue napameTpbi

CBeToBaA M 3BYKOBaA MHANKAL A PEXMMOB pa 60Tbl:

eCTb

HanpaxeHne NUTaHMA NOCTOAHHOrO TOKa, B:

12 (monyckaetca 9 — 24)

MaKcumanbHbli noTpebasemblii TOK Npu 12 B, MA:

100

3almMTa OT HeNpPaBUAbHOTO BKIKOYEHNA: ecrb
Fabapwutbl, Mm: 85x44x18
Macca, r, He 6onee: 100




Ha paboty B kaxgoMm pexume NporpamMMMpOBaHWUst €CTb OrpaHUYEHUE MO BPEMEHU
nocne nocrnegHero NogHeCeHNs KapTbl K cYMTbIBaTento (okono 16 cek), nocne KoToporo
YCTPOWCTBO BbIXOOWUT M3 pexuma NporpammupoBaHus, UHOpPMUpYs cepuei u3 4
KOPOTKMX CUTHaroB.

Bo3mOXxHbI crneayoLme pexnmMbl NporpaMMUpoOBaHUS:

- No6aBneHune NpoCTbIX KNnto4yen - 1 ANMHHOE KacaHue.

- NobaBneHue macTep-knto4en - 1 kopoTkoe u 1 ANUHHOE.

- YaaneHue nNpocTbIX KNnko4Yen - 2 KOPOTKUX U 1 ANUHHOe.

- CTupaHue Bcex Kro4en (naMaTu KOHTponnepa) - 3 KOpoTkuX U 1 ANUHHOeE.

- YcTaHOBKa BPEMEHU OTKPbIBaHUS ABEPU - 4 KOPOTKUX.

- Mepexop B pexum "Accept” - 5 KOpOTKUX.

- BbikntoueHune pexxuma "Accept” 1 kopoTtkoe.

HasHaveHwue knemMm npveeaeHo B Tabnuue:

ZUMM Mo axntoueHne BHeLW Hero 3ymmepa. ChefyeTt UCNonb30BaTb 3yMmMep CO BCTPOEHHbIM FeHeparopom Ha Hanpse-
Hue 12 BonbT M notpebnse MbiM TOKOM He 6onee 200 MA Mo NOKUTENbHDIA KOHTAKT NOAKIOYAETCA K K1emme +
12V, a oTpULATENbHDIN K 3TOWM Kniemme

™ BHELUH U1 CYUTBIBATE b UIN KOHTAKTOP

GND CurHanbHan semna. [ina NoaKAo4eHna oblLUX NPOBO/OB BHELIHErO CYMTbIBaTENIA, KOHTAKTOpa, AaTyMKa noso-
YXEHMA ABEP W M KHOMKM OTKP biBAHMA ABEPU

EXIT KHonKa oTKpbiBaHMA ABepu. 3amblkaHue Bbi3biBaeT OTKpbiBaHUE ABepU. PEKOMeHAYeTCA MOAK4ATL C NOMO-
LL{btO BUTOM Napbl

LED YnpasneHve 3e1EHbIM CBETOAMOAOM BHELIHErO CYUTbIBaTeNA

LOCK Knemma Ans no AKNKOYEHUA OTPULLATE/IbHO MO NPOBOAA 0BMOTKM 3aMKa

+12V +12 BonbT.
Mo axntoueHne natoca 610Ka NUTaH A W NOJ OXMUTENLHONO NP 0BO/a OBMOTKM 3aMKa

GND CvnoBas 3emns. Mogrno4eH e MUHyca 610Ka NUTaHNA

DOOR MNopakntodeHne AaTumKa NONOKeHU agepyu. PekomeHayeTtcs Butas napa. CpabaTbiBaHWe AaTUMKa Npu OTKPbiBa-
HUW /IBepPW NO3BONAET JOCPOYHO BLIKMIOUNTL 3BYK Ha KOHTPON/IEPE, @ TaKKE CIKOHOMMUTb SHEPTUIO, BbIKNIOYUB
3/1eKTPOME XaHUYECKMiA 3aMOK CPa3y Noc/e OTKPbIBaHWA ABEPU MW BK/IIOYMB INEKTPOMArHUTHbI 3aMOK, TO/IbKO
KOr/a /1Bepb Y)Ke 3aKpbliach




OpHako BO3MOXXHOCTU CxeMbl He Ge3rpaHuyHbI, U Npu Tpaduke 6onee 25 npoxoaos 3a 5
MWHYT OHa MOXET BbINTW U3 CTPOS U3-3a Neperpesa. [ins 3awyTbl CXeMbl ralleHusi Toka
NS Taknx Touek Npoxofa HeoBX0AMMO YCTaHOBUTb LUYHTUPYIOLWMIA AUOA, NapansienbHo
obMoTke 3amka. Nocne atoro Bpems cpabaTbiBaHWsA (OTKPbIBaHUS) aNEKTPOMAarHMTHOro
3aMKa MOXeT BO3pacTu Ha 1-3 cekyHAbl N0 CpaBHEHMIO C paboTaloLLelt CXeMOM raLeHus
Toka. Ecnu Takoe yBenuueHuMe BpPEMEHU Henpuvemrnemo, TO PeKoMeHAyeTcs
nocnefoBaTenbHO C AMOAOM YCTaHOBUTH BapuCTOp Ha HanpshkeHue Ao 14 BOMbT v
paccevBaemol aHepruew ot 0,7 [k (pekomeHayetcs V8ZA2P) (cm. Puc.6).

CBeToBasi 1 3BykoBasA MHAMKauusa pabortbl Matrix-ll (moa. E K Wi-Fi)

B paboyemM CoCTOSIHUM ropuT KpacHbI CBETOAWNOL, CUTHaNU3UPYs O HanMuun NUTaHus.
Mpw nogHeceHUn KapTbl K CYUTLIBATESIO BO3MOXHbI CrieyoLye BapuaHThl:

- KapTa ecTb B 6a3e koHTponnepa Matrix-Il (mog. E K Wi-Fi) - muraer 3enéHbin
CBETOAMOA, 3ByYaT CUrHamnbl 3yMMepa, 3aMOK OTKPbIT Ha YCTAHOBMEHHOe BpeMs

OTKpbIBaHWSA 3amka (Mnv Ao cpabaTbiBaHMs faTumKa NOMOXEHNUs ABEPHN);
- KapTbl HeT B base koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraet ceetoamop
(3enéHbIM 1 KpacHbIM), pasgatoTcs ABa KOPOTKUX 3BYKOBbIX CUrHana.

BHeLHWiA cunTbIBaTeNb
WK KOHTakTop (cTp. 18)

3AMOK

=¥

gl

MopaknioyaTb Heobsi3aTenbHO:
-BHewHui 3ymmep
-BHewwHuii ceetoauon (CAN)
-KHorKy oTKpbIBaHWs ABEpU
-faTuuk nonoxeHus: Asepun

A
Bxog TM

KHOMKA g_

BHELUHWUW 3YMEP

~

I_,O)_

DATYMK ABEPU

1 BH. 3ymmep

2 BH. CunTBIB.

3 semns (-)

4 kH. oTKp. ABEPY
5 8H. CON (+)

6 3amok
7+12V

8 zemns (-)

9 paryuk fsepn

clelelelelel®l®|®]

Puc. 3 MNogknioyeHne BHELHNX YyCTPONCTB




MonoxeHne Ne1 - BbIGOP 3MeKTPOMEXaHNYECKOro 3amKka (B COCTOSIHUM «3aKpbITO» C
3aMKa CHATO HanpsihxeHue) (cM. 3ameyaHue 1).

NonoxeHune Ne2 CLR (ouncTka) - Ans ctupaHus namsat (6asbl AaHHbIX) KOHTposepa un
BOCCTaHOBIIEHUSI 3aBOACKMX HAacTpoek Moayns cBsidv. [Ansa aToro cneayeT BbIKMOYUTb
nMTaHue, YCTaHOBUTb NEPEMbIYKY U BKIOYMTb NUTaHue. 1o 3aBepLUeHno CTUpaHns -
cepua KOPOTKUX 3BYKOBbIX curHano. CTupatoTca Bce KNoun (KapTbl) u
3anporpamMmMpoBaHHOe BpeMsi OTKpbIBaHUS ABepu (ycTaHaBnmMBaeTcs 3aBoackoe
3HayeHue - 3 cek).

MonoxeHne Ne3 ADD (no6aenenue) - Ans gobasneHns NpocTbiX 1 BrOKMpPYOLLMX KapT
B MamMsATb KOHTponnepa 6e3 ucnonb3oBaHWs MacTep-kapTel. [Ona aToro cnepyet
BbIKMIOYUTb NUTaHWeE, YCTaHOBUTb MEpPEMbIYKY U BKMIOYUTL NTaHue. Mocne 3ByKOBOro
CUrHana KOHTPOMNep HaxoAuTCcsi B pexume nAobaBneHUst MNpoCTbiX KapT: MOXHO
nobasnTb NpocTble (KOPOTKOe MoAHeceHune) u bnokvpyowme (AIMHHOE NogHeceHne)
KapTbl 6e3 ncnonb3oBaHMA MacTep-kapTbl. Yepe3 16 cekyng mnocne nocnegHero
NOAHEeCEHNA KapTbl KOHTPOMMep BbIXOAMT W3 pexuma [[obaBrneHus NpocTbiX W
GnokupyoLLMX KapT (MPO3BYUUT CEPUS KOPOTKMX 3BYKOBbIX CUTHANOB).
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Pwuc.5 MogknioyeHne BHeLWHNX cunTbiBaTenen no npotokony Wiegand

EXIT



6. MEPBOE BKJIIOYEHUE YCTPOWCTBA U HAYAJIO PAEOThI

MoakniounTe BHELLHME YCTPONCTBA K KOHTPONepy B COOTBETCTBUM C pasgernom 3.
HauanbHble (3aBofckne) HacTpoviku moayns ceasu Matrix-11 (mog. E K Wi-Fi):
Ha3BaHue ceTn: «mySSIDy»;

naponb: « WiFiPasswordy;

npotokon Wi-Fi pexwum DHCP;

pexum yctaHoBneHus cessum WEB, cepBep hw.guardsaas.com.

BHumaHue! U3meHeHMe HacTpoek Moayrns CBA3NM BO3MOXHO TonbKo yepe3 WEB-
MHTepdeic.

Ecnu npegnonaraeTcs ncnonb3oBaHve yCTPONCTBA B CETEBOM PEXUME NPY OTAINYHBIX OT
3aBOACKMX HaCTPOeK napamMeTpoB CeTW, TO W3MEHUTEe 3aBOACKME HacTpoWKu B
COOTBETCTBMM C N.5 HACTOSALLIEro PyKOBOACTBA.

C nomoubto WEB-uHTepdeiica Takke BO3MOXHO 3agaHue HacTpoek ansi pabotbl U B
ABTOHOMHOM pexumMe. [insi paboTbl yCTPOMUCTBa B aBTOHOMHOM pPeXunMe Heobxoammo
yepe3s WEB-uHTepdeiic Bbibpatb Bknagky «Pexum paboTtbi», yCTaHOBUTb Pexunm
paboTbl K ABTOHOMHbIV» 1 CO3AaThb XOTS Gbl OANH MacTep-KitoY (CM. n.7).

iron@Logic

4. CNOCOBbI CETEBOIO NOAKMIOYEHUA YCTPOUCTBA

MATRIX-II (mopa. E K Wi-Fi)

Mpn ucnonb3oBaHMM YCTpPOWCTBA B CETEBOM peXuMe HeobXxoauMo HacTpouTb
napameTpbl ceTesoro nogkntodeHuns k Wi-Fi. MNpu aTom crnegyet yuuTbiBaTb, YTO
dyHKUMoHanbHo ycTtpomncteo Matrix-Il (mog. E K Wi-Fi) coctout mn3 Tpex y3nos:
BCTPOEHHOrO cuymMTbiBaTens, cobcTBeHHO koHTponnepa CKY[ u mopyns cBasn €
rioKarnbHOW KOMMbIOTEPHOM CeTbto Mo npotokony Wi-Fi.

Mopynb cBsis3n obecneymBaeT MOAKMNIOYEHWE YCTPOWCTBA K JOKanbHOW CeTw,
umMetoLLelics Ha obbekTe, no uHTepdeiicy Wi-Fi n yctaHoBRNEHWE CBA3M C KOMMbIOTEPOM,
Ha KOTOPOM yCTaHOBfeHa ynpasnsowas nporpamma CKY[, peanusyiowas dyHKUMK
KOHTpOMNSA AocTyna (3arpy3ka Crnvcka KapT, HacTpowka mpaB AOCTyna, CYMTbIBaHWE
cobbITui 13 6ycdepaun T.n.).

Mo cnocoby ycTaHOBNEHWSA CBA3M C yNpaBnstoLLe NporpaMMoi BO3MOXHbI TPY pexumMa:




5.6 Bknagka PaclwmpeHHble HacTPOMKU

Bknapgka PaclumnpeHHble HacTporiku No3BonsieT 06HOBMATL NPOrpamMmmHoe obecnevexmne
(MO) ycTponcTea, ckaumBaTb U 3arpyxaTb KOHPUrypaumoHHble cainbl, 0bHOBMATb
NPOLUMBKY YCTPOWCTBA, BOCCTaHaBNMBaTb 3aBOACKME HACTPOMKM U Mepesarpyxarb
Matrix-Il (mog. E K Wi-Fi):

BOCCTaHOBHTL 32B0ACKHE HACTPORKK:
CoxpanmTn KOHPUrypaLMorHmf dain
FarpyauTs KoKBUrYPaLKOHHsIE daitn

Nepezarpyaxa KouTponnepa

OBHOBNEHHE MPOWHBIH:

1000

- pexum cBA3n CepBep. B aTom pexume mogynb CBA3M 0XMOAET COEAMHEHUS MO
npotokony TCP/IP oT komnbioTepa, Ha KOTOPOM YCTaHOBMEHa YynpasnsioLias
nporpamma (Hanpumep, GuardLight, GuardCommander, ABaHrapa);
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Tun 3amka: BbIGOp Tuma 3amka OnekTpos3awénka, ONEeKTPOMarHWTHbIN,
OnNeKTpoOMExXaHNYECKUIA.

Ecnn TMn 3amka HacTpoeH ynpaBnsiowen Nporpammoil, TO U3MEHEHWE Tuna 3amMka
HEBO3MOXHO [0 cbpoca B 3aBOACKME HACTpouku ¢ nomoubio Web-uHtepderica nnm
nepemblyku (nonoxeHue 2, cM. cTp. 50), a none “Tun 3amka” otobpaxaeTcs Ha3BaHWe
HACTPOEHHOM TOYKM Npoxoaa.

BHyTpeHHUI 3BYK: BKIOYEHNE/OTKIIOYEHNE BCTPOEHHOTO UCTOYHUKA 3BYKa.
WUnaukaumsa Wi-Fi: BkntoyeHne/oTknoveHs oTobpaxeHus COCTOSIHUSI MOAKIOYEHUS K
cetn Wi-Fi, ¢ nomoLlbio BCnbIEK CWHEro WuHAMKaTopa. 3HadYeHust WHAMKauWK:
NOCTOSAHHOE MUraHue - nouck u nogknoveHne k cetn Wi-Fi; muranne no 3 BCRbILLKK -
pexumM KoHUrypnpoBaHus (yctaHoBneHa nepembliyka CFG); MuraHve no 2 BCMbIWKK -
YCTaHOBMNEHO COeAMHEHWE C YNpaBnsiiowWweln Nporpammon (cepBepom); ogHOKpaTHbIe
BCMbILLKM - OXXMAaHWe CoeaUHEHNs C yNpaBnsoLLEen NporpaMmon (Cepeepom).

Bpems oTKpbITUSA: ANMTENBHOCTL MMMNYIbCA, BblAaBaEMOro Ha 3aropHoe YCTPONCTBO,
ONns pasbnokMpoBky npoxoda. B 3aBMCMMOCTM OT TMna 3aMka 3TO MOXET ObiTb Kak
CHATME HanpsXXeHWs!, Tak 1 ero nogava.

CepBep Zproxy (zproxy.con.ru) obecneyvMBaeT cBaA3b NporpammHoro obecneyeHus c
KOHTPOMNNEepoM B Criydae HEBO3MOXHOCTU HacTpouTb npsimoe coeguHeHue TCP,
Hanpvmep, npu pabote B pasHbIX NMOKanbHbIX ceTsax. B atom cnyyae, npu Hanuuum
BO3MOXHOCTU BbIXO4@ B WHTEPHET, KOHTPONMep CoeauHSAETCH C cepBepoM Zproxy,
nporpaMMHoe obecneyeHne Tak e COEeAUHSIETCA C CEepBEpOM M MO Napornio
3anpaluvMBaeT COEAUHEHME C HY>XXHbIM KOHTPONEPOM.

'wl Wlﬁ\i\ /f( 110) =141 1) S —

Mpu oTCyTCTBMK CBSI3W C YNPaBMsIoLLEN NPporpaMMOi KOHTpornep MOXeT paboTtaTs B
ABTOHOMHOM peXume.




BnokupoBka (npoxoad no 6Grokupyowmm kaptam), CBoG6oAHbIN npoxoa (nNpoxoa
oTKpbIT), OxunpaHue (yctaHaBnueaeTcs Tonbko Yepe3 WEB-uHTepdenc ansa cnydas,
Korza B KOHTPONMPYeMOW TOYKe AO0CTyna yCTaHOBIEH pexum bnoknpoBka Toraa nepsas
nogHecéHHas kapTa (npoctas vnu Gnokupytowas, HO He macTep-kapTal) nepesepet
pexumM gocTyna B nonoxeHve CBoG6oaHbIN Npoxon,).

Pexxum go6aBneHuA Knro4vemn: nepesognT yCTPOMCTBO B pexumM Jo6aBneHms NpoCcTbIX
1 BnokMpyoLLmMX Kntoyen (nogpobHee cm. n.7.1).

Pexxum nobaBneHns macTep-Knoyen: NepeBoanT YCTPONCTBO B pexum gobasneHns
mMacTep-kntodei (nogpobHee cMm. n.7.2).

Pexxum ypaneHus knioyen: ygansieT NOOHECEHHBbIA K CUYATbIBATEMO NPOCTON UNnn
OrnokvpytoLLmMIA KNy 13 6a3bl AaHHbIX (NoapobHee cM. n.7.3). MacTep-knioun B 3TOM
pexvme He yaansioTcs.

Mpun BkNOYEHUN pexMMoB «fobaBneHne Kroyen», «aobaBneHne macTep-Kroden» n
«ydaneHue Knwo4del» Ha COOTBETCTBYIOLLEN KHOMKe MOsiBUTCS TamMep obpaTHoro
OTCY€Ta, MoKasbiBalOLMI Bpems, OCTaBlleecsd [0 aBTOMAaTW4eCKOro BbIKMIOYEHUS
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pacnonoXeHHoOW Ha 0bpaTHON CTOPOHEe Kopryca yCTPOWCTBa UMW B KOHLLE HacToSALLLEro
pykoBoacTBa (cobntogatb peructp byks!).

4. OTkpbITb Bpaysepom cTpaHuLy no agpecy http://192.168.10.1 (noruH: matrix,
naponb AUTH_KEY);

5. Mpoxoas o cTpaHuuam MeHio, BbINOMHWUTL HACTPOKY NapamMeTpoB, He 3abblBas Ha
KaXgow CTpaHuLe HaxumaTb KHonKy CoxpaHuTb.

Mocne 3aBepLueHUsi KOHPUrYpUpPOBaHUS criegyeT yopaTe NepemMblyKy U3 MONOXEHUS
CFG un poxpatbes nogknioydeHns Matrix-11 (moa. E K Wi-Fi) k nokanbHon cetn. Tenepb
WEB-uHTepgenc byaet goctyneH no IP-agpecy, koTopbi Obin1 HA3HAYeH YCTPOUCTBY
npu KoHpurypupoBaHum (6yaeT onncaHo Huke B N.5.3) unm nonyyeH ot poytepa (DHCP-
cepBepa) Npu perucTpauym B nokanbHoO ceTu.




5.4.4 ABTOHOMHBLIN

HavanbHas HacTpoiika CKY[, koTopas, Hanpumep, Ha KoHTponnepe Z-5R BbINonHaeTcs
C NMOMOLLbIO MepeMbl4eK, Ha JaHHOM YCTPOWCTBE BbIMOSHAETCA C MOMOLLbLIO pexuma
ABTOHOMHbI. JTOT pexuMm npedHasHavyeH Ans paboTbl CO  CMMCKOM  KIouen
KOHTponnepa 6e3 ucrnonb3oBaHWs MacTep-knioda yepe3 WEB-uHTepdeiic. Takum
obpasom, cosaaHne 1 pegaktuposaHue 6a3bl JaHHBIX KMHOYe BO3MOXHO OCYLLIECTBUTD
ABymsi cnocobamu: yepes WEB-uHTepdelic n ¢ noMoLpto crneumanbHoW proximity-
KapTbl, Ha3biBaeMOW MacTep-kMio4oM (MporpamMMMpoBaHne KOHTpornepa C NoMOLLbIo
mMacTep-knoda byaeT paccmoTpeHo Aanee). [ns obecneyveHns HacTporikv 6asbl knoyen
MOXHO UCMONb30BaTb BCTPOEHHbIN CYMTbIBATENb WM BHELUHUA CYUTbIBaTEND,
NoAKMIOYEHHbIN K ycTporcTBy Matrix-11 (woa. E K Wi-Fi) no npotokony iButton (HacTpoiika
6a3bl KMoYel C NOMOLLbIO CYUTBIBATENS, NOAKMIOYeHHoro no npotokony Wiegand, He
nogaepxmsaercs!).

B cnyyae ynpasneHus pabotoii yctponcTea Yepe3s WEB-uHTepdeiic cneayert Buibpatb
pexum pabotbl ABTOHOMHbIW. Torga nHTepdelnc ynpaeneHUs NpUMET criedyoLmin
BMA:

3pech:

Pexxum: pexum pabotsl yctponctsa (WEB, Cepaep, KnveHT, ABTOHOMHbI).
MopgkntoueHune: B pexxvumax KnneHt n Cepeep otobpaxaeT IP-agpec komnblotepa, ¢
KOTOPbIM YCTaHOBMEHO COeANHEHUE.

MpopomknTenbHOCTb PaboThI: NPOAOCIHKUTENBHOCTL PaboThl YyCTPOWCTBa C
MOMEHTa nofgayv nNUTaHus.

Bepcus MO koHTponnepa: OTobpaxaeT TEKyLLYI0 BEPCUIO MPOLLUMBKW KOHTpOIepa.
Bepcus MO moaynsa ceasu: OtobpaxaeT TEKYLLYI0 BEPCUIO MPOLLUMBKA MOAYNS
CBA3MN.

Mepembiyka CFG: oToGpaxaeT Hanuume nepemMblykm (oxkamnepa): On ycTaHOBMEHa,
Off chaTa.

5.3 Bknapgka Hactpowku CoeauHeHus

Ha Bknagke Hactpoiikn CoeauHeHus ycTaHaBnuearoTcsi crnocob u napameTpel
NOAKIMIOYEHUS MOAYNS CBA3W K NoKanbHOW ceTn. HacTponka napaMeTpoB aHanornyHa
HacTpolike MHTEPHET-poyTepa.




5.4.2 CepBep

B aToM pexxnme mogynb CBA3W 0XMAAET NOAKMIOYEHUS YNpaBAsioLwen nporpaMmbl K ero
OTKPbITOMY NOKanbHoMy nopTy. B crniyyae Bbibopa pexuma paboTel CepBep crieqyet
3agarh:

Cepaep
NoxansHwid nopT: (1000

PazpéwamHsia IP: | 255.255.255.255

3neck:

NokanbHbIM nopT: TCP-nopT, kK KOTOPOMY AOSMKHa OyAeT ocyLlecTBNATb
noaKnoYeHne ynpasnsioLwas nporpamma.

PaspelwwéHHbin IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsioLeln nporpamve
paspeLleHOo yCcTaHaBNMBaTb coeanHEHMe C KOHTponnepom (255.255.255.255 ana
ponycka Bcex |IP-agpecos).

Mocne HacTpoWku BCex NapaMeTpoB HEOBXOAMMO HaxaTb KHOMKy CoxpaHuTb.

Cetb (SSID): Ha3BaHne Wi-Fi-ceTu, k koTopoi byaeT noaknoyaTbCs YCTPOWCTBO.
Maponb: koY WwrndposaHUs (Naporb), UCNonb3yemblii B ykazaHHoM Boiwwe Wi-Fi-ceTu.
Mouck ceTen: akTMBM3aLWsa Noucka JOCTYMNHbIX B AaHHbI MoMeHT Wi-Fi-cetei. Mocne
3aBeplUeHns noucka goctynHbix Wi-Fi-ceTen nosiBMTCA CMUCOK HaWAeHHbIX CeTen C
oTobpaxkeHWeM ypoBHSA curHana:

HacTpoikn CoeiHHEHHS

Joctynsuie Wi-Fi cetn
NET.111 90 dBm
ironlogic  -76 dBm @

default 88 dem

[ns Bbibopa ceTn Heo6Xx0aAMMO BbIAENUTL HY>XKHYIO CeTb U HaxaTb kHonkKy OK. Mpu atom
Ha3saHune Wi-Fi-ceTn aBToMaTtnyecku otobpasatcsa B HacTporikax. Ecnu ceTb He Bepér
BelLlaH1s CBOEro MMEHU, TO UMSI CETU crefyeT BBeCTU Bpy4Hyto B none CeTb (SSID). MNpun
1cnonb3oBaHUK LW POBaHUA HEOBXOAMMO BBECTY KINOY WM POBaHNSA:




5.4.1 Web TecT ceTu: npoBepka BO3MOXHOCTU MOAKMIOYEHUS C TeKywumMmn 3HaveHuamu SSID u
Pexxvum WEB o6ecneunBaet cBsi3b € «00nayHbIM» CepBUCOM. [1nsi HACTPONKU pexuma napons. Tem He MeHee, NPy NPaBUIbHOM Naporie PoyTep MOXeT OTkasathb B NOAKMIO4EHNN,
paboTbl WEB Heo6xoaumo yTOYHWUTL Y NOCTaBLUMKA YCNYr U 3a4aTh cnegyowime nockosibKy MoXeT 6bITb HacTpoeH Ha nposepky MAC-aapeca ycTpoiicTsa.
napameTpbl: Ucnonb3oBatb DHCP: npeanucbiBaetr o6pauwateca k DHCP-cepBepy pans
WEB aBTOMaTM4eckoro nonyyeHusi IP-agpeca W ocTanbHbIX CETEBbIX MNapameTpos,
Anpec cepsapa: |hw.quardsass.com HeobxoanMbIX Ans paboTbl B AaHHOW NOKarbHOWM CETH.
Wenomsoaate HTTP npocen: B cnyuyae otcytctBua DHCP-cepBepa Heo6GXoguMO KOPPEKTHO HACTpOWUTbL creayoLime
ceTeBble NapameTpbl:
FAaCTOKOH Cepeepas ®ukcupoBaHHbIi IP: yHuKanbHbIN IP-agpec, oGecneuvBalowmii agpecaumio ycTpoicTea
 [3128 B JIOKanbLHoOW ceTu.
MopT npokck cepaepa: o o
Macka MopceTn: macka nogceTv, UCNonb3yemasi B JaHHOMN NoKanbHOM CETu.
Mapors: |ab974088d09d4de3 LLinto3: IP-agpec wnto3a Ans cBs3u ¢ APYrMMU CETSIMU (B TOM YMCHE U C UHTEPHETOM).

CepBep DNS: IP-agpec cepepa DNS.

[na koppekTHON paboTbl AOMKHLI OblTb 3afaHbl BCe yKa3aHHble napameTtpbl. Ecnu
Hncno cobui: |1 HeKoTopble NapamMeTpbl HEM3BECTHbI 06PaTUTECH K CUCTEMHOMY aMUHUCTPATOPY.

Mocne 3aBepLueHVA HACTPOMKN HEOOXOAMMO HaxaTb KHOMKy CoxpaHUTb.

WHTapean coaguHenua: |10




5.4 Bknagka Pexum pa6oTtbl

Ecnu npegnonaraetcsi pa6ota Matrix-Il (mog. E K Wi-Fi) B ceTeBom pexwume, T.e. nog
yrnpaBneHneM BHELLHEWN Nporpammbl, TO MOCIe HACTPOMKWN MOAKIOYEHNS K NIOKanbHOM
ceTn HeobXOAMMO HAaCTpPOUTb PEXWM YCTAHOBMIEHWUS CBA3W MeEXAY Ynpasnswooen
nporpamMmMornt n mogynem cBasu. Ha Bknagke Pexwum pabGoTtbl Bblbupaetca cnocob
NOAKMIYEHWS K NporpaMmmMHoMy obecnedeHuto npu paboTe B CETEBOM peXxnme:

Ofiume HacTpoiikin
Knkou ayTenTiditkalim: |DEADBEEF

Pexaam PaboToi: | WEB

3pech:

Kniou ayTeHTUdMKauum: kmiod ayTeHTudpukaumm Heobxoaum AN MOAKMoYeHUs K
obnavyHoMmy MHTepHeT-cepBepy B pexume WEB, npu pabote yepes cepep ZProxy, a
Tawke ans goctyna k WEB-uHTepdeicy yctponctea Matrix-11 (mog. E K Wi-Fi).

MepBoHavanbHO 30ecb oTobpakaeTcsi 3aBOACKOE 3HAYEHWE, YKa3aHHOE Ha Hakneiike Ha
kopnyce yctponctBa (cm. AUTH_KEY). lMNpu HeobxogMmocTy Ha [aHHOM Liare
HaCTPOWKUN €70 MOXHO N3MEHWTb (40oMnycKatTcs LMdpbl M NaTUHCKue BykBb).

Pexxum paboTbl: BLIGOP CeTeBOro pexvma pabotsl - WEB, CepBep, KnueHT nnu
BbIGOP aBTOHOMHOTO pexumMa paboTbl ABTOHOMHbIN.




HacTpoiikm CoeluHeHnn

Joctynuoe Wi-Fi cetn

MNET.111 90 dBm
ironlogic -76 dBm ]
default 88 dBm

Appec cepBepa: nmsa unu IP-agpec WEB-cepsepa «obnayHoro» cepsuca, K
KOTOPOMY AOIKeH OyaeT noaknoyaTbCs KOHTPOIIep.

Ucnonb3oBatb HTTP-npokcu: ykazaHve HeobxoaMmocTu obpalleHust K
cneuuanbHOMy cepBepy B CETU Ans A4OCTYNa K UHTEPHETY.

Apnpec npokcu-cepBepa: CETEBOW agpec NPoKCu-cepBepa B NokanbHOW CETU.
MopT npokcu-cepBepa: NopT AN NOAKTHOYEHUS K MPOKCU-CEPBEPY.

Maponk: naponk Ansa goctyna K AaHHeIM Ha WEB-cepsepe.

WHTepBan coeguHeHus: nHtepean coeguHerus ¢ WEB-cepsepom B cekyHaax.
Yucno cobbITHI: YMCNO COBLITUI B KOHTPOMMIEpax, NpyM KOTOPOM NMPOUCXOAUT
[ocpoyHas oTnpaBka AaHHbix Ha WEB-cepBep Ao ucTeueHns nHtepsana nepegayv.
Mocne HacTpoek Bcex napameTpoB HEOOXoANMO HaxaTb KHOMKY CoxpaHuTb.




5.4.3 Knuent
B cnyyae Bbibopa pexuma paboTel KnueHT mopynb cBsis3u cam byaeT perynsipHo
NblTaTbCA YCTAHOBUTb COEAMHEHWE C YNpaBnsiioLLe NporpamMmMon. JTOT XEe PEXUM
HacTpauBaeTCcs B Cryvae NOAKIOYEHWS K cepBepy Zproxy.
3agaHuio nognexar cnegyroLlume napaMmerpbl:

Knuenr

Wi-Fi
CeTe[SSID): |mySSID

Napons: |WiFiPassword

m Agpec cepsepa: |192.168.1.10

w
Wcnonsaosate DHCP: [ NopT cepaepa: |25000
OucHposamH B: (1521 3peck:

Macka Mogcers: | 255.255.2 Anpec cepsepa: IP-agpec koMnbloTepa, ¢ KOTOPbIM YCTPONCTBO AOSMKHO YCTAHOBUTL
NOAKMNI0YEHNe ANS CBA3W C yNpaBnsioLLen nporpammon, unm IP-agpec nnv nms cepeepa
Zproxy (zproxy.con.ru).

MopTt cepBepa: IP-nopT, K KOTOPOMY [AOIMKHO OCYLLECTBMATLCA MOAKMOYEHne (ans

Zproxy -25000).
Mocne HacTpoiikmn Bcex napameTpoB HEOOGXOAMMO HaxaTb KHOMKY CoXpaHUTb.

Wnioz:

Cepaep DNS:




5.1 Bbibop si3blka

Mpn nepsom BkntodeHun B WEB-1HTepdelice ycTaHOBNEH aHIMUACKWIA A3bIK. [ns
BblGOpa pyccKoro A3blka LENKHMTE No Hagnucu Pycckui B npaBom BEPXHEM Yrny

ironGLogic® Matrix T Wi- Fi

MHTepdeinca:

SN: 50010

5.2 Bknagka ctaTtyc

Ha Bknagke CTaTyC 0T06pa)KaeTCﬂ TekyLllee CoOCToAHne yCTpOVICTBaZ

Pexamm:
MNoaknkouenwe;
MPOAOMKHTENEHOCTS paBoTs:
Bepcua MO KowTponnepa:
Bepcua N0 Moayns censm:

Napemsiua CFG:

WEB

0 days 00:01:01
2.22
1.09

on

ABTOHOMHBIA
Pexum Accept: [

PaxuM AoCTyna: |Hopha

Pexum A003BNeHHA KIuen:

Pextum A06aBneHMA MacTep- Kouen:

PEMuM yaaneHua Knoded:

Pexxnm Accept: BkrtoyaeT pexum Accept, B KOTOPOM BCe HEW3BECTHbIE KNnioumn ByayT
3anncbIBaTbCS B MAMATh Kak NPOCTbIE HOBbIE KITHOYW.
Pexxum goctyna: BO3MOXHble 3Ha4eHuss Hopma (LWTaTHbIN pexum npoxoaa),




5. WEB-UHTEP®ENC 5.5 Bknapka HacTpoWku koHTponnepa yctpomMcTBa
Web-uHTepdenc ncnonb3yercst Ans HaCTPOWKN NapameTpoB CBSI3N U NOAKM0YaeMoro Bknagka HacTtpoiiku KoHTponnepa no3BonsieT yCTaHOBUTL NapameTpbl paboTsl
obopynoBaHus. [ns BbINOMHEHUs NEepBOM HacTponku TpebyeTcs yCTPOWCTBO, KoHTpornnepa yctponctea Matrix-1 (moa. E K Wi-Fi):

cnocobHoe nopkntodatbea Kk cetn no Wi-Fi (nnaHwert, HOyTOyK mnm cmapTtdoH), u
MMetoLLee BCTPOEHHbIN nHTepHeT-6pay3ep (Internet Explorer, Firefox, Opera, Chrome u R

T4.). eyoamri oy

Ons goctyna k WEB-uHTepdeicy HacTpoek yCTPONCTBa HYXHO BbIMOSHUTL Wrncauns Wik B

cnegyoLme AencTBus: Bpern oncpurun: (10 |x0.15.

1. YctaHoBUTb nepembiydky B nonoxexHne CFG (cm. n.6 «BkntoueHne ycTponcTea u Bpewn konTpons omkpsTuR: (30 |x 0.15

Havarno paboTbi»); Spens kasrpons sacpans [0 | x0.15

2. MNopgatb nuTaHue; Crvxpannauposars spess no NTP: [

3. YcTtaHoBUTb cBA3b € ycTporictBoM no Wi-Fi: NTP cepep:

- Ooxpatbest nosenennsa Wi-Fi-cetu ¢ nmernem Matrix_1_WiFi_ XXXXXX; uacosof nonc:

- MopakntounTbea K aTo ceTn (naponb Ans nogknodeHns AUTH_KEY); B e |

3aBoackoe 3HavyeHne AUTH_KEY 13 BocbMU CMMBOMOB NPMBEAEHO HA HaKnewike,




- pexum cBsasm KnueHTt. B atom
pexvme Mopaynb CBA3W MblTaeTcs
caM YCTaHOBWUTb COeAVHeHWe Mo
npotokony TCP/IP c ynpaensioLuen
nporpammon. [ns HacTpOMKM 3TOro
pexuma Heobxogumo ykasatb |IP-
agpec n TCP-nopT Ha ypganéHHom
KoMnbloTepe (Hanpumep,
nporpammbl GuardLight, ABaHrapg u
cepBep Zproxy);

Bpemsi KOHTpONsA OTKPLITUA: BPEMS OXUAAHUSA OTKPbIBAHUSA ABEPU NPY Pa3peLLEHHOM
‘ npoxope. OTkpbIBaHWe ABEPU MO UCTEYEHUM ITOrO BPEeMeHU KBanmudumumpyeTcs Kak
| i B3noM. [Npu 3agaHum 3HayeHus, MeHbluero Yem «Bpems OTKpbITMS», ANS OaHHON
L | dyHKLMN ByAeT MCNonNb30BaHO « Bpemsi OTKpbITUS».
~ Bpemsi KOHTpONSs 3aKpbITUA: BPEMS KOHTPOIS OTKPbITOTO COCTOAHUSA ABepu. Ecnu 3a
3aflaHHOEe BpeMs ABepb He ByaeT 3akpbliTa, To 6yaeT cdhopmmupoBaHo cobbiTue «[Bepb
oCTaBreHa OTKpbITON». 3HaveHue, paBHoe «0», OTKIIOYaET KOHTPOTb.
CuHxpoHusupoBaTtb Bpems no NTP: Pa3peluaer obpaluarbcsi K cepBepy BpEMeHU
(NTP) ans cMHXpoHM3aummn YacoB yCTpoiCTBa.
NTP-cepBep: agpec cepsepa NTP, ucnonbsyemoro npyv CUHXpPOHU3aLUn BpEMEHN.
YacoBoW Nosic: 4aCoBOM NOSIC, UCMNOMb3yEeMbI NMPU CUHXPOHU3ALMM BPEMEHM.
OTKpbITb ABEPb: KHOMKM, OTKPbIBAIOLLME MPOXOA, Ha BXOA, MW Ha BbIXOA.
Mocne HacTpoek Bcex NnapameTpoB HEO6XOAMMO HaxaTb KHOMKy CoxpaHuTb.

l. Wi'ﬁw (/(Wiﬁ
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- pexum ceasn WEB. B aTom pexvime Mofynb CBSI3W COEAUHSETCA C YNPaBnsioLmnm
WEB-cepBepoM B CETU MHTEPHET, U ynpaBneHne yCTPONCTBOM OCYLLECTBASIETCH
yepes WEBcawT (Hanpumep, «obnavHasi» CKY[ - www.guardsaas.com);

WEB - cepBep

BoccTtaHOBUTb 3aBOACKME HAaCTPOMKMU: BOCCTaHABMMBAET HACTPOMKN NO
YMOMYaHuio.

CoxpaHuTb KOH(PUIypaLMOHHbIN ¢haln: COXpaHsieT HACTPOMKM KOHTponepa B
daiin Ha yCTPONCTBE, C KOTOPOro MPON3BOAUTCS HACTPOMKA.

3arpy3uTb KOHUrypauMoHHbIN dann: 3arpykaet CoXxpaHEHHbIE HACTPOWKN U3
banna Ha yCTpPOMCTBE, C KOTOPOro MPOM3BOAUTCA HacTponKa.

Mepe3arpy3ka KOHTponnepa: BbINOMHSAET nepe3anyck yCTPONCTBa, YTOObI
YCTaHOBIEHHbIE U3MEHEHNSI HACTPOEK BCTYMUNN B CUITY.

O6HOBNEHME NPOLIMBKK: No3BonAeT 06HOBMTL 10 ycTponcTBa kak KOHTponsepa, Tak
1 MOZYrS CBA3N.

5.7 3aBeplieHue pabotbl WEB-uHTepdeiica

[ns 3aBepweHus pabotel ¢ WEB-nHTepdenicom Heobxogumo ybpaTb NepeMbliuky n3
nonoxeHusi CFG, ecnu oHa bbina yctaHoBneHa, (cMm. n.6 «BknoyeHue ycTporcTsa u
Havyano paboTbi»), BbIOpaTh BkNaaKy PaclumpeHHble HacTPOWKM 1 HaxaTb Ha KHOMKY
«Mepesarpy3nTb» B MeHto «epesarpy3ska KoHTpornnepa.




[anee, coxpaHVB aBTOHOMHbIN pexuM paboTbl, BeinT 3 WEB-uHTepdeiica n cosgatb

@ KIo4m ansg npoxoaa.
W [Mocne nsMeHeHns1 HacCTPOEK BLIKNIOYNTE NMUTaHNE. CHumuTe nepemMbldKy C NoJIoXKEeHUA

CFGu yCTaHOBUTE €é B COOTBETCTBUM C ncnonb3yemMbiM TUNOM 3aMKa. Mopavite

‘TI nuTaHue. YCTPOMCTBO rOTOBO K paboTe B BbIGpaHHOM MpU HACTPOMKax peXnMe.
l E’ Ecnun ycTpoiicTBO npeanonaraetcs MCnofb3oBaTh TOIbKO B @BTOHOMHOM PexumMe, To
KoHTakTop 2 [ON151 er0 HaCTPOVKM UCTONb3YETCS PAaCcMONOXKEeHHas Ha nnaTte yCTPoNCTBa nepemblyka:
=}
<
5
CFG|[=®©
00
Puc.7 MNMepembliyka ADD 3

Pwc.6 MNogknioveHve KOHTaKTOopa OTa nepemblyka MOXET HaxXOAUTbLCSA B OAHOM U3 NATU NOMOXEHWUNA:
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MonoxeHue Ne4 - BLIGOp areKTpoOMarHMTHOro 3amMka (B COCTOSIHUM «3aKpbITO» Ha 3aMOK
nogaHo HanpsixeHue). Ecnn nepembiyka BoobLLe He yCTaHOBIEHA, TO CHUTAETCSH, YTO OHa
«yCTaHOBIIEHa» B NOMNOXeHWe 4, T .e. BbIGpaHO NOAKTHYEHNE 3NEKTPOMarHMTHOro 3aMka
(cm. 3ameyaHusa 1u 2).

MonoxeHne Ne5 CFG npu nogave nuTaHWs yCTPOMCTBO 3aryckaeTcs B pexume
HaCTPOWKMN MapameTpoB CBA3MN 1 MOAKM4YaeMoro obopyaosaHus (cM. n.5). 3aMok B 3Tom
pexvme 06eCcToYeH.

3ameuaHue 1. Ecnv HacTpolika TMna 3amka nposoamnach ¢ nomolubio Web-nHTepderica
unu ynpasnsioowern nporpammel (Hanpumep, GuardLigth), To yctaHoBka nepemblvky B
nonoxexue 1 unu 4 He okasbiBaeT BNUSHKSA Ha BLIGOP TNa 3aMka 40 BOCCTAHOBIEHUS
3aBOACKMX HAcTpoek ¢ momoLLbio Web-nHTepdelca nnm nepemMblykm (MONoXeHue 2).
3ameyaHune 2. Kak 13BECTHO 9MIEKTPOMArHWUTHBIA 3aMOK OTKpPbIBAEeTCA TOMbKO nocne
npekpaLleHuss Toka B ero KaTyllke, U OT CKOPOCTW NajeHus Toka 3aBUCUT 3afdepka
OTKpbIBaHWsA ABEpY. [INs yMeHbLLIEHUS 3TOM 3aBUCMMOCTM B KOHTPOINEp BCTPOEHa cxema
Puc.4 MoaKmioyeHne BHELLHUX CYMTLIBATENEN MO NpoTokory iButton ralueHus Toka, KoTopas NpeBpaLLaeT «MMLLHI0I» SHEPruio B 06MOTKe 3aMKa B TEMo, YTo
CyLLIeCTBEHHO COKpaLLaeT BpeMs cpabaTbiBaHWA 3amKa.

ZUMM
™
GND
EXIT
LED
LOCK
=== +12v
GND
DOOR

ZUMM
™
GND
EXIT
LED
LOCK
+12V
GND
DOOR

CuutbiBaTens 1

CyutbiBatens 2

Knonka
8bixoda

Matrix-ll (moa. E K Wi-Fi)
Matrix-Il (moa. E K Wi-Fi)




Bxon

Cyumsieamens
MATRIX-II

_[latunk i

Cyumsisamerns
IATRIX-1I(m00. Wi-Fi)

. KHonka

OTKpbIBaHWA Brok
Asepun nuTaxusa

Puc.2 Cxema nogkntoveHns MATRIX-1I (moa.Wi-Fi).

7. HACTPOWMKA YCTPOMCTBA C MOMOLLbI MACTEP-KITIOUYA

[na ynpaBneHus yCTpOWCTBOM (MEpeBOAa B HYXHbI PEXUM NPOrpamMMUpOBaHMS:
Co3sgaHuvel/yaaneHus NpocTbIX U/nnm BriokUpyroLLMX KapT, BKIOYeHWe pexuma «Accept»
1 T.A.) UCNomnb3yoTCst KOPOTKME (MeHee 1 cek) 1 AnvHHbIEe (0Komno 6 cek) nogHeceHus
(kacaHus) macTep-kapTbl (MacTep-knioda) NMBo K BCTPOEHHOMY CYMTbIBaTENto, NMbo K
BHELLHEeMY CHUTbIBaTENto, NOAKMI0YEHHOMY No npoTokony iButton.

BHuMaHue: Ona ynpaBneHus, UNM Kak 4acTo FOBOPSIT - «MNPOrpamMMUpPOBaHUSI»,
yCTPOWCTBa CYMTbIBaTenu, noAkntoveHHble no npotokony Wiegand, B cuny
0cobeHHOCTeN NPoToKOoNa He NoAAEPXKMBAIOTCA.
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3. NOOKMIOYEHUE BHELLHUX YCTPOWUCTB 7.1 Oo6GaBneHue NpOCTbIX Kntoyen
[abapuTHble pasmepsbl 1 pacnofioXeHne KneMM Ha nnarte yCTpocTBa npeacTaBneHbl MopHecuTe U yaepxvBanTe MacTep-kMiod (AnuHHOE KacaHue). B MoMeHT kacaHus
Ha PUCYHKe: ~18wm 22,5 um KOHTpOMnnep ycTpowncTBa (manee KOHTpONnMep) BbIJACT KOPOTKMM CuUrHan,

NOATBEPXKAAKLWMIA OMO3HaHWE MacTep-Krn4a, U yepe3 6 cekyHd - BTOPOM curHan,
yKasbiBalOLWMIA Ha nepexod KOHTponnepa B pexuM Ao6aBneHus NpocTbiX KrYew.
Mocne aTtoro macTep-kntod cneagyet yopaTb. Ans gobaBneHns HOBbIX KMHOYel kKacakTech
UMK MO oYepean CUYUTLIBATEnNs C May3onm Mmexay kacaHusMu MmeHee 16 cekyHd. Ha
KaXKaoe KacaHWe HOBbIM KIMHYOM KOHTPONep BblaaeT MOATBEPXOAAIOLMIA KOPOTKMN
curHan. Ecnv HoBbIV KoY Nocne nogHeceHns yaepXkveaTh B None cuntbiBatens bonee
3 cek, To oH ByaeT 3anuncaH kak brniokupyoLwmii. Ecnv nogHECEHHBIN KIoY yxe UMeeTcs B
namsiTu, TO KOHTPOIIep U3nacT fiBa KOPOTKUX curHana. Beixoa 13 pexvmMa nponcxoamt
nnbo aBTomMaTu4ecky Yepes 16 cekyHa nocne nNocneaHero kacaHus, nmbo npu kacaHum
MacTep-knoyom. O BbIXOAE M3 pexuma KOHTposnsiep MHdopmupyeT cepuein us 4
KOPOTKMX CUTHAroB.

69,5 MM
85 MM

44 mm

Puc.1 NabapuTHble pa3Mepbl 1 pacronoXeHue Knemm




7.3 YaaneHuwe NpocTbIX Knto4yen

Moay e ceasu no WiFi [Ba pasa KpaTKOBPEMEHHO KOCHUTECb MAacCTep-KMiuoM cuuThiBaTens (KOpoTKue
CTaHA3pTb: IEEF 80211 b/g KacaHus1). B MOMEHT NepBOro KacaHusi KOHTPOINEP BbIACT OOMH KOPOTKWM cUrHan,
fuanason uacror: 20283514 NOATBEPXAAOLLMI ONO3HAHME MacTep-Knioya. B MOMEHT BTOPOTo KacaHusi KOHTponnep
Crapocte nepesatu ﬁif‘:; ii mg::;cc BbIACT [Ba KOPOTKUX CUrHana, yKasbiBalOLLMX Ha BTOPOE KacaHWe MacTep-KIiouoMm B
Momnocr Gemposoanore cmana: —odom 100w pexume MporpamMmMpoBaHus, v He Gonee uem 4Yepes 6 CeKyH KoCHUTECH U
P emimer paboTol: Totwa gocTyna, KMenT yAepXuBanWTe MacTep-kKrY y cuntblBaTens (AnvHHoe kacaHue). B MoMeHT TpeTbero
3ayiTa e cnpos OAHON CeTn WPA/W PAZ, WP AP SK/WPAZPK KacaHusi KOHTPOMNEp BEIAACT TP KOPOTKUX CUTHAnNa, 1 4epes 6 CekyHz - ofuH curHan,
NrrepdencUSB YKasbIBaIOLLMIA Ha Nepexo B PEXVM CTMpPaHUsi NPocTbIX Kroyen. Mocne aToro macTep-
Pasoim: 0SB T micro A Krioy crieayeT yopaThb. [ CTMpaHus NpoCTbIX 1 GIIOKUPYIOLLMX KItoYeil Kacantech MU
Be pcus: USB 2.0 NMooYepEQHO CHUTLIBATENS C Nay30i Mexay kacaHusiMu He 6onee 16 cekyHA.
Pesum: Device, Full/Low Speed Ha kaxmoe KkacaHve CTVpaembIM KITHOYOM KOHTPOSep BblAAcT MOATBEPXKAAoLLMM

KOpOTKui curHan. Ecnu knoyva HeT B namaTh, TO ABa KOPOTKWUX curHana. Beixon us
pexuma npoucxoguT NvMbo aBTOMaTUyeckn 4vepe3 16 cekyHA nocne nocrnegHero
kacaHusi, nmbo npu kacaHun mactep-knodoMm. O BbIXode M3 pexuma KOHTpornnep
NHAOPMUPYET CEPUEN KOPOTKMX CUTHAIOB.




2. TEXHUWYECKUE XAPAKTEPUCTUKU 7.5 YctaHOBKa BpeMeHU OTKpbIBaHUA 3aMKa

— YeTblpe pasa KpaTKOBPEMEHHO NOAHEeCUTe MacTep-kroY K cuuTbiBaTento. B MomeHT
BCTPOEHHbIM CYUTbIBATE/Ib
Ka)kgoro KacaHusl KOHTPOIEp BbIAACT CUrHarbl, NOATBEPKAALLME OMO3HaHNe MacTep-
Pabouan vactora, Kl 125 Krioya, a UX KONM4ecTBO GyaeT COOTBETCTBOBATb KOMMYECTBY KacaHui. B MOMeHT
Tvn MCMOMb3y eMbIX MAEHTU UKATOPOB: EM-Marine YETBEPTOro KacaHUsl KOHTPOMNep BblAACT COOTBETCTBEHHO YETbIpE CUrHana u nepenget
JanbHOCTb CHMTbIBAHUA, CM, HE MeHee: 3 B PEXUM NPOrpaMM1pOBaHusi BpEMEHM OTKpbIBaHUsI. B TedeHnmn 6 cekyHp oT nocrneaHero
MpoToKo/I Nepe/iaum aHHbIX B KOHTPONNEP: iButton (Dallas Touch Memory) KacaHusi Heo6X0aAMMO HaxaTb W YOEPXXUBATb KHOMKY ABEPU HA BpeMS1, HeobxoaumMoe Ans
Moakniouaemble BHELHME CYNTBIBATENM OTKpbIBaHUs. [ocne oTnycKaHWs! KHOMKX KOHTPOMMEpP BblAacT CUrHanM U 3anuLieT Bpemsi
(TONbKO € OAMHAKOBLIM BbIXOAHbIM NPOTOKONOM 06MEHa AaHHbIMM) B NamsTb. [N TOMHOWN HACTPONKM pekoMeHayeTcs nonb3osatbest WEB-nHTepdericom.
Twun NUCNONb3YyemMblX VI,CI,EHTM¢MK3TODOBZ onpeagenAaeTca cuMTbiBaTenem
(EM-Marine, Mifare nt.n.)
MNpoToKon NoAKNYeHUA: iButton nnn Wiegand
MakcumanbHas AnHA INHUK €BA3M Mo iButton, m, go: 15
MakKcma ibHas AiMHa NMHuK ceasm no Wiegand, m, ao: 100
B03MOKHO NOAK/ 04Ee HUE KOHTAKTOPOB Kalovei DS1990A




8. CuutbiBaTens Matrix-Il (mog. E K Wi-Fi) nossonsieT nogknounTb crepyrolliee
obopynoBaHue:

- 0Ba BHEWHUX cuyuTbiBaTens proximity-kapT crtangapta EM-Marine wnu Mifare,
nepegaroLmx MHOPMaLMIo B KOHTponnep no npotokony iButton nnn Wiegand (o6a no
OOHOMY U TOMY e NPOTOKOMY), Unu AiBa KoHTakTopa kntoven Dallas Touch Memory ans
paboThkl ¢ kntovamm DS1990A;

- ANEeKTPOMarHUTHbIN UK ANEKTPOMEXaHUYECKNIA 3aMOK;

- KHOMKY OTKPbIBaHWUS 3aMKa («KHOMKY Bbixogay) (TMn HOpMarnbHO Pa3oMKHYTYIO) - AN
OTKpbIBaHWs iBepy 6e3 NpoBepku NpaB AOCTYNa;

- BHELLHWI CBETOANOA N BHELLIHWI 3yMMeEp;

- AaT4UK MONoXeHWs ABepu (TUN HOPManbHO Pa3oOMKHYTHIN) - ANa duKcauum cobbITusA
"npoxoa cocTosncs" M COKpalleHUs BpeMeHW 3By4YaHUs 3BYKOBOMW CUrHanusaumm,
NHdOPMUMpYIOLLIEV O pPa3bnoKknpoBKe ABEPYH (COKPALLEHNS BpEMEHW NOAa4M Ha 3anopHoe
YCTPOWCTBO "OTKpbIBatoLLero curHana”).

Kpome TOro, npegycmoTrpeHa BO3MOXHOCTb MOSyYEHUSI KOHTPOMMEpPOM CurHana ot
BHELLIHEro UCTOMHWKa ANt aBapuiiHO pa3brnokMpoBKu Npoxoaa.

7.7 Pexumbl npoxona

KoHTponnep nogaepxviBaet criegytoLme pexuvmbl Npoxoaa:

- LUTaTHBIA PEXMM pa3peLLlEH NPOXoZ Mo NPOCTbIM U BITOKMPYOLLMM KITHoYaMm;

- peXnm «BroknpoBKa» - pa3peLLEH NPOXOZ TOMNBKO MO BIOKMPYIOLLIMM KIlo4aMm;

- PEXMM «CBOBOAHbIN NPOXOA» - 3aMOPHOE YCTPOMCTBO pa3bnokMpoBaHo.

PexuMbl  «6nokupoBka» M «CBOGOAHBIN NPOXOA» YCTaHaBMMBAKOTCH C MOMOLLbIO
GriokupytoLLero kntoya (qobasneHne GNoKUpyYOLWMX KIoYen - 1.7.1) nyTem yaepxaHus
KMoya Ha cuuTbiBaTene (AnvHHOe kacaHwe) Gomee 3 cek. [pu OTKpbITON ABEpU
BKIMIOYAETCA PeXMM «CBOBOAHLIA NMpoxoay», Npu 3akpbiTol  «6rnokupoBka». Ecnun yxe
BKIMIOYEH KaKoW-NB0 13 ykazaHHbIX PEXMMOB, TO NpY yaepXaHy BnokMpyHoLLLero Knoya
UM NogHEeCEHUN MacTep-kroya NPou3onaET Nepexo B LUTATHbIA PEXUM Npu NtoGom
MOSIOXEHUM ABEPU.

BaxHo! PasbnokupoBka npoxoda npv MONb30BaHUM OroKMPYIOLKMM  KIHOYOM
NPONCXOANT B MOMEHT yO1paHus Knioya oT cCHUTbIBaTENS.

B pexvme «brnokvrpoBka» Npu Ucnornb30BaHWsi IPOCTOrO Kitoya pa3broknpoBky npoxoaa
He NMPOVICXOAMNT, @ BbIAAETCHA CEpUsi KOPOTKMNX CUrHamoB.




Mocne nogHeceHUsi kKapTbl K OQHOMY U3 CUUTbIBATENEW, NOAKMIOYEHHBIX K YCTPONCTBY,
KOHTPOIMep OCyLLeCTBNSAET NPOBEPKY NpaB AOCTyMa Hanuyine Homepa NoAHECEHHOWN
KapTbl B MamMATU M MPOBEPKy cTaTyca KapTbl, a 3aTeM BblgaeT CurHan ynpasreHus
(3amblkaHne/pas3MblkaHMe CUINOBOrO TpaH3WCTOpa) Ha 3anopHoe YCTPOWCTBO
(3neKTpoMEexaHUYECKUIA, SNEKTPOMAarHUTHBIN 3aMOK MNW 3allénka, TypHUKeT). Tun
3aMopHOro yCTPOWCTBa M MNPOTOKON MOAKMIOYEHUS cuuTbiBaTenen BblOupaloTcs B
pexumMe KOHUIypupoBaHUS KOHTPONIepa.

MacTep-kapTbl (MacTep-kno4M) npegHasHavyeHbl TOMbKO AN NPOrpamMmMypoBaHus
KOHTponnepa ycTpoicTea 6e3 komnbloTepa U He NpegHa3HaveHb! Ans npoxoaa. Mactep-
KMoun no3eonsioT: AobaBnaTb/yaansatb NpocTble, GrokvpylolmMe U mMacTep-Kiouu,
3agaBaTb BpeMs MOAAYM OTKPbIBAIOWEro CurHana Ha 3amnopHoe YCTPOMCTBO
(paspeLueHus gocTyna), BKo4aTh/OTKIIoYaTh pexum npoxoaa «Accept».

B pexume «Accept» noGon Koy BOCMPUHUMAETCS Kak pa3peLUéHHbIA 1 3aHOCUTCA B
namsiTb KOHTpOINepa kak MpOCTOW KMod Ans npoxoda. Pexum ucnonb3yetcs Ans
dopmumpoBaHus 6a3bl kntovew npu yctaHoBke CKY[] Ha o6bekTe B criydae, Korga Kroum
[ANs NPOXOAaA YXKe BblAaHbl.

3ameuaHnue 3. Ecnin npu pabote B ceTeBoM pexume unm pexmme WEB koHTponnepy
npeabSBUTL MacTep-KIoY, TO, CKopee BCero, HUYero He MPoM3onaET, Tak Kak ceTeBble
nporpamMMbl yaansioT BCE MacTep-Kroym 1 He NMo3BONsoT UX 3anuckiBaTb. BBoa HOBOO
KMova B CETEeBOM CUCTeMe [OSKEH OCYLLUEeCTBMATbLCS C MOMOLLbIO yrpaBnsioLen
nporpaMmbl.

3ameuaHue 4. Ecrniv nocne HacTpoVikv B aBTOHOMHOM pexume npegnonaraeTca AocTyn
K KOHTponnepy wu3 nporpamm (Hanpumep, GuardCommander), TO Mogynb CBSi3u
KoHTpornnepa ¢ nomoulbio WEB-uHTepderica Hy>xHO HacTpouTb Ha paboTy B CETEBOM
pexumve.

9. OBHOBNEHWUE UNW BOCCTAHOBNEHUE NPOLUMBKUYEPE3 USB

Mpn HeBO3MOXHOCTU 06HOBNEHNs npowmeku Yepe3 WEB-uHTepdelic y koHTponnepa
npeaycMoTpeHa BO3MOXHOCTb MOAKITOYEHMS K KOMMbloTepy Yepe3 uHTepderic USB.
[na aToro HeobxoAMMO MOAKMIYUTE YCTPOMCTBO K NEPCOHarNbHOMY KOMMbIOTEPY C
nomowbto kabenss USB. B 3TOM pexume yCTpOWCTBO nuTaetcs oT wuHbl USB u
[OMOMHUTENbHOE BHELLHEE NUTaHWe NOAKMIYaTh Heobs3aTenbHO.




3. Oencteua CKY[ onpenenstoTcst HanM4MeM Mnn OoTCyTCTBMEM HOMEpPa CHUTAHHOM
KapTbl B NAMSTU KOHTPOMMEpa, a Takke NPUCBOEHHbLIM MpU 3anncy B NamsiTe CTaTyCcoM
3TON KapTbl. BMecTo TepMmHa «HOMep KapTbl» 4acTo yNnoTpebnsoT TEPMUH «KITHOY».
MoaTomy B fanbHenweM UCNonb3yeMble B PYKOBOACTBE TEPMMHbI «KapTa» U «KIoY»
(HanpvMep, NOOHECTU «KapTy» UMW MOAHECTU «KIOY») CYATAOTCH PaBHO3HAYHBLIMU.
Cnmncok kapT (Krntoueit) ¢ ykasaHuem ux ctaryca coctaBnsieT 6asy AaHHbix CKY[.

4. BcTpeyvaowmincsa ganee B ONMCaHUM TEPMUH «MPOrpamMMMpPOBaHne» CYUTbIBATENS
Matrix-Il Wi-Fi onpenensiet Habop [eiCcTBUIA TONMbKO B OTHOLLEHMW KOHTPOSJiepa: 3an1cb
HOMepa BrepBble CYNTAHHOW KapTbl B NaMsATb KOHTPOIIepa C NPUCBOEHMEM cTaTyca,
yaaneHvue HoMepa CYUTaHHOM KapTbl U T.4. COBCTBEHHO e CYUTBIBATENb, BCTPOEHHbIN
WUNN BHELUHWA, Bcerga OCYLLIEeCTBMSIeT OAHM M Te >Xe onepauuu: YTeHue Homepa
NOAHOCUMOM KapTbl M Nepeaadvy HoMepa KOHTPOIepy.

5. Ans pabotbl co cumTbiBaTenem Matrix-11 (mog. E K Wi-Fi) kaxgow HoBow proximity-
KapTe cnegyeT 3agaTb e€ cTaTyc (onpegenuTb Npasa BnagensLa kapTbl). CTaTyc kapThbl
3a4aéTcs B pexume NporpaMMUMpPOBaHUs MNpuW MEpBOM MOOHECEHWUM KapTbl K
cuunTbiBaTento. [ina namMeHeHus ctatyca kapTbl HEOOX0QUMO CHavarna yoanuTtb KapTy 13
namsaTU KOHTponrepa, a NoTOM 3anucaTb €€ BHOBb C MPUCBOEHNEM TpebyeMoro cTaTyca.

12. NPABUJIA TPAHCNOPTUPOBAHUA U XPAHEHUA

W3nenvne B ynakoBaHHOM BUAE MOXET TPaHCMOPTMPOBATLCA B KPbIThbIX TPAHCMOPTHbIX
cpeactax nwoboro Buaa npu temnepatype ot -50°C go +50°C, c sawwmToi ero ot
HernocpeAcTBEHHOTO BO3AENCTBUS aTMOCEPHbIX OCafAKOB, CONTHEYHOMO WU3NyYeHUs U
MexaHW4eCcKUX MOBPEXAEHWN, MO MpaBuraM MepeBO3KW rPy30B, AEWCTBYHOLUMX Ha
COOTBETCTBYHLLEeM Buae TpaHcnopta no FOCT 23088-80.

M3penve gomkHo xpaHntbes B yenosusx rpynibl J1no FOCT 15150-69 (temnepatypa ot
+5°C go +40°C, oTHocuTenbHas BnaxHocTb A0 80%). Cpok xpaHeHus 5 neT.




1. OBLLME CBEOEHUA

CuutbiBatens MATRIX-II (moa. E K Wi-Fi) saensetca ovyepegHbIM npeactaButenemM B
NVHenKe YCTPOWCTB nopa HasBaHueM Matrix-Il. CHavana nosiBAncsa cuuTbiBaTENb
proximity-kapT ctaHgapta EM-Marine nop HassaHmem Matrix-1l (moa. E). 3atem
nocrnegoBana ero MoauuKauma - cYMTbiBaTeNlb, COBMELLEHHbI C aBTOHOMHbIM
KOHTponnepoM, nog HassaHmem Matrix-1l (moa. E K), n ganee - ero ceteBas Bepcus,
paboTatowaa no npotokony RS-485, nog HasBanvem Matrix-1l (mog. E K Net).
[anbHenwmnm passuTreM ceTeBoro yctponcTaa sensietcs naaenne MATRIX-II (mog. EK
Wi-Fi), npeacrtaBnsiouwee cobolii cyuTbiBaTENb, COBMELLEHHBIN C CETEBbIM
KOHTpOMnnepoM, peanusytowmm 6ecnpoBogHon npotokon obmeHa AaHHbiMu Wi-Fi, n
npeaHasHaYeHHbIV AN NCMNONb30BaHMA B CUCTEMAaX KOHTPOSS U yNpaBneHus 4OCTyNoM
(CKY[l) pna ynpaBneHus OAHOM TOYKOW npoxopa. BcCTpoeHHbI cuuTbiBaTEND
ycTpoicTBa obecneyrBaeT BO3MOXHOCTb paboThl ¢ proximity-kaptamu ctaHgapta EM-
Marine, a npy NoaKNOYEHNN BHELLHMX CYMTbIBaTENen W paboTy ¢ kapTamu ctaHaapTa
Mifare.

[oBopsi o cuntbiBaTene Matrix-11 (moa. E KWi-Fi), cnenyet nmeTs B BUAY creaytoLlee.

14. FAPAHTUMHBIE OBA3ATENbLCTBA

[apaHTWIAHBIN CPOK 3KCNyaTaumm 12 mecsiLeB Co AHSA NPOAAXN.

OcHoBaHWs Ansi NpeKpaLLeHns rapaHTUIMHbIX 06s3aTenNbCTB:

- HapyLLeHue HacTosiwero PykoBoacTsa;

- HanM4me MexaHU4eCKUX NOBPEXAEHWI;

- Hanu4yue cnegoB BO3OEVCTBUS Briari U arpeCCUBHbIX BELLECTB;

- HanMyme cnefoB HeKBanNMMULIMPOBAHHOMO BMELLATENbCTBA B ANEKTPUYECKYHD CXEMY
ycTpoicTea. B TeyeHue rapaHTuiiHOro cpoka W3rotoButenb GecnnatHO ycTpaHseT
HEMCnpaBHOCTW YCTPOMCTBA, BO3HMKLUME MO E€r0 BMHE, UMW 3aMEHSIET HEUCTpaBHOE
nsgenve.

Cpok cnyx6bl n3genus 6 ner.
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